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What is Fintech?
Understanding FinTech
Financial Technology (FinTech) was coined in the early 1990’s to define technologies that
went into building the back-office of banking and finance operations. In the 21st Century,
FinTech has come to mean innovative financial solutions that have harnessed technology
in new and creative ways.

Types of Fintech Innovations

Nonbank Lending

Payments

Blockchain

Robo Advisory

InsureTech

Peer-to-peer (P2P)
lending matches a
borrower’s need for
funding with
investors looking for
yield. Individuals or
small business owners
who may not qualify
for bank loans can
now borrow from
non-bank lenders.

The recent
innovation in digital
payments enable
cashless transactions
that are secure, fast
and efficient.
Payment modes
include e-wallets,
online payment and
digital currencies.

Blockchain
Technology is a
decentralized
network of ledgers
that keeps an
irreversible record of
transactions or
documents of value.
Some applications in
finance include
payments, trade
finance and KYC
information.

Robo-advisory is the
automation of
financial advisory and
investment
recommendations
based on algorithms.
Because of the
reduced human
intervention, roboadvisors can lower
investment feeds and
offer consumers and
online investment
alternative.

InsureTech refers to
the full range of
technology
applications in the
value chain of an
insurance service
provider. InsureTech
has the potential to
make policy
administration and
claims processing
faster and more
reliable.

What is the Blockchain?
Blockchains offer a way for unrelated computers and companies to
simultaneously collect and store information without relying on a central
authority, similar to the way that Wikipedia is written and maintained by a
group of writers and editors rather than a single author.

Source: Webcomsystem.com

Benefits of Blockchain: Digital Stone
1. When you carve something on stone there
is a physical finality and permanence to
it. You can’t make changes just like that.
2. If you try to “erase” something later on,
it’ll be obvious. Any changes you make to
it are quite transparent and tamper
proof (provable).
3. These rules apply equally to all. Stone
is neutral. It obeys the laws of physics,
not men. It doesn’t care if you’re a
powerful king or a peasant—it behaves
exactly the same for everyone.
4. Because of all these properties, we have a
pretty high level of trust in stone.

How is Blockchain Tamper Resistant?

Each network participant keeps a copy of
the entire blockchain – the file where all
past transactions are recorded. Consensus
of network validators verifies new
transactions.

If a malicious party makes unauthorized changes to his
or her copy of the blocckchain on one computer, other
members of the network will refuse the transaction
since that malicious version of the blockchain data will
differ from the rest of the network.
*To manipulate data on blockchain, one will have to manipulate
data on the majority of the network. This is possible, but
prohibitively expensive, especially if you need to manipulate
old data and go back many blocks.

What Can The Blockchain Be Used For?
Smart Contracts

Sharing Economy

Inter-Divisional Accounting

Supply Chain

Blockchain-based smart
contracts are contracts
that can be partially or
fully executed or enforced
without human
interaction. The
distributed ledger concept
enable the coding of
simple contracts that will
execute when specified
conditions are met.

By implementing blockchain
technology into the sharing
economy, there is no longer
a need for a central
authority to ensure that
terms and conditions are
upheld and that
transactions are conducted
accordingly (i.e. Uber or
Airbnb).

Large enterprises often
have jurisdictional needs to
control their own internal
accounting, yet also sharing
accounting information w/
other divisions. The
blockchain can create a
shared distributed ledger of
inter-divisional accounts at
the interfaces between
divisions.

Every time a product
changes hands, the
transaction could be
documented, creating a
permanent history of a
product, from manufacture
to sale. This could
dramatically reduce time
delays, added costs, and
human error that plague
transactions today.

AML/KYC

Land Titles

Stock Trading

Prediction Markets

Land titles tend to be
susceptible to fraud, as well
as costly and labour
intensive to administer.
Distributed ledger
technology ensures that the
history and ownership of
property is readily
accessible and correct.

When executed peer-topeer, trade confirmations
become almost
instantaneous (as opposed
to taking three days for
clearance). Potentially, this
means intermediaries —
such as the clearing house,
auditors and custodians —
get removed from the
process.

The crowdsourcing of
predictions on event
probability is proven to
have a high degree of
accuracy. Blockchains are
a “wisdom of the crowd”
technology that will no
doubt find other
applications in the years to
come.

ID Management
Distributed ledgers offer
enhanced methods for
proving who you are, along
with the possibility to
digitize personal
documents.

Anti-money laundering
(AML) and know your
customer (KYC) practices
currently require financial
institutions to perform a
labour intensive multi-step
process for each new
customer. KYC costs could
be reduced through crossinstitution client
verification.

File storage
a blockchain can create a
metadata layer for
decentralized data sharing
and analytics. Access
control mechanisms
implemented on a
blockchain may allow public
data sources to be
integrated more easily with
private data sets and
analysis services.

Supply Chain Use Case: Walmart



Issue: Can Walmart use the Blockchain to eliminate paper tracking and manual
inspection systems, which can “leave supply chains vulnerable to
inaccuracies.”



Blockchain Solution: In the pilot program, all shipments of pork from China
are tagged with numeric identifiers at the beginning of their journey, and
signed and logged at each checkpoint. Across a shipment’s journey, employees
were able to track farm origin, batch number, factory and processing data,
expiration dates, storage temperatures, and shipping details. By entering a
shipment’s six-digit “lot” number in a web portal, an employee at Walmart
can pull all this information within two seconds.



Results: The time required to determine the origin of any cut of pork was
shortened from almost a week to about two seconds.* As pork supplies
dwindle, smart contracting function automatically refills order.

*Source: Harvard Business School

SMART Contracts
Smart contracts are between parties written in code in the blockchain. A
triggering event is hit and the contract executes itself according to the coded
terms.The individuals involved are anonymous, but the contract is in the
public ledger.

Use Case: Clearing & Settlement



Issue: Clearing and settlement is currently managed through a myriad of
messages and manual reconciliation.



Blockchain Solution: By speeding up the time for clearing and settlement
activities, it is estimated that blockchain related efficiencies could save the
large investment institutions $6 billion per year.*



Results:


DTCC has already contracted to shift post-trade clearing of single-name credit
default swaps on to a blockchain system by the end of 2019.



Australian Securities Exchange has announced it will replaced decades-old clearing
system with blockchain by the end of Q1.

*Source: Goldman Sachs

Blockchain in Government
IBM Institute for Business Value surveyed 200 government leaders in 16
countries on their experiences and expectations with blockchains.

Source: IBM

Blockchain in Government

Source: IBM

Blockchain in Government

Source: IBM

DoD Takes Note

Use Case: Terrorism

DoD Takes Note

Use Case: Lockheed

Government Use Cases
Agency

Blockchain Use

Center for Disease
Control (CDC)

CDC in development of several proofs of concept based on blockchain technology geared toward better public health surveillance, which could include using a
blockchain to more efficiently manage data during a crisis or to better track opioid abuse.

Department of
Defense (DoD)

The Joint Staff, J4 Logistics Directorate and the Deputy Assistant Secretary of Defense for Maintenance, Policy, and Programs are co-leading a project to create a
“point of use, time of need” digital supply chain enabled by Additive Manufacturing (3D Printing) and Blockchain.

Department of
Homeland Security
(DHS)

DHS Science and Technology Directorate (S&T)’s Small Business Innovation Research project has stated it is investigating the blockchain immutability, data
integrity and anti-spoofing aspects via a Silicon Valley Innovation Program project.

Department of State

On October 10, the State Department hosted “Blockchain@State forum” to explore how blockchain technology could strengthen the department’s capacity and
improve efficiency.

Food and Drug
Administration (FDA)

Information Exchange and Data Transformation (INFORMED) is an incubator for collaborative oncology regulatory science research focused on supporting
innovations that enhance FDA’s mission of promotion and protection of the public health. It is exploring the utility of open-access platforms and emerging
technologies such as blockchain to enable secure exchange of health data at scale. According to the upcoming ACT-IAC Blockchain Primer resource, “this includes
the exchange of electronic medical records (EMRs) and other information such as genomic data, clinical trial information, and data collected from IOT devices
and wearables.

General Services
Administration (GSA)

•Schedule 70: The General Services Administration (GSA) is using distributed ledger technology to automate the FASt Lane process for IT Schedule 70 contracts.
The FAStlane program ensures government customer agencies have quicker access to emerging technologies and innovative suppliers. Currently the requirements
are less than 48 hours for contract modifications, and 45 days (or less) for new offers.
•Office of Information Technology Category: GSA hosted a Blockchain Training Day (5.5 CLP) was delivered by subject matter experts to meet the objectives
outlined in the Blockchain training curriculum. GSA is positioned to advise and assist the development of Blockchain proof-of-concepts and to assist agencies to
prepare the procurement plans for proof-of-concepts.
•Emerging Citizen Technology: GSA’s Emerging Citizen Technology program launched the government-wide Blockchain initiative, including both an internal federal
community of more than 200 managers and a public-facing listserv of more than 100 U.S. businesses, researchers, subject matter experts and more.

OPM

A recent RFI for OPM’s Federal Employee Digital Record (EDR) initiative, which will contain all relevant employee data for the entire human capital lifecycle,
states that it is placing a preference on solutions that include Blockchain technology and other emerging technologies.

USPS

The U.S. Postal Service Office of Inspector General (OIG) contracted with Swiss Economics, a consulting firm with interest and expertise in blockchain technology,
to better understand the technology and its features, as well as identify areas of potential interest for the Postal Service.

…But Who Is In Charge?
Agency

Jurisdiction

CFPB

Issued consumer advisory covering unclear costs, volatile exchange rates, hacking and scams, redress for lost
or stolen funds. Simultaneously starts accepting consumer complaints regarding Cryptocurrencies –
complaints have jumped 200% in last year; Actively working with CFTC, SEC on consumer education
materials.

CFTC

Authority to regulate financial derivative products and their markets, including commodity futures and
options, and investigates and prosecutes alleged violations of the Commodity Exchange Act. Has approved
Cryptocurrency futures markets.

FDIC

Interest in blockchain technology use to transfer assets by banks and other institutions and its interaction
with and risk to financial institutions. Also concerned with deposit insurance ambiguity.

Federal Reserve Banks

Individual bank presidents have weighed in on debate over fostering innovation vs government oversight and
consumer protection.

Federal Reserve Board

Faster payments task force, white paper on Distributed Ledger Technology and Blockchain

FTC

Has issued complaints against companies for fraudulent Bitcoin mining computer sales

IRS

US Treasury Inspector General report on treatment of virtual currencies for tax purposes recommends that
IRS develop coordinated virtual currency strategy, has not been updated since 2014.

SEC

Examination authority over entities it regulates to ensure compliance with federal securities laws, but does
not have direct oversight of transactions in currencies or commodities; Monitoring cryptocurrencies that
have characteristics of securities and offer, sale and trading of products; Monitoring cryptocurrency-related
activity of B-Ds and covered registrants; Rejected numerous applications for Bitcoin ETFs; Ongoing
enforcement actions against ICOs

Treasury

Expected to release Fintech Executive Order report in FY18 Q2

Resources


GSA: U.S. Emerging Citizen Technology Office (ECTO): EmergingTech@gsa.gov



GSA: Schedule 70 (IT products and services): ITCSC@gsa.gov



DoD: The Joint Staff, J4 Logistics Directorate



DoD: Deputy Assistant Secretary of Defense for Maintenance, Policy, and
Programs



Government Blockchain Association: BATWG@gbaglobal.org



Me: Hilary Halpern: hilary@cypressgroupdc.com



Upcoming Events:
o

Government Blockchain Leadership Forum: Real-world strategies to implement
digital transformation in the Public Sector; May 1-2, 2018; Washington Plaza Hotel,
Washington DC

