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State of Federal IT



Policy Analysis

Each policy chapter contains:
• A quick snapshot of the primary observations about the topic 

along with a list of key initiatives or strategies

• A more detailed discussion of each strategy and initiative 
reviewing the strengths, challenges and impact of individual 
efforts

• Perspective of the Federal agencies on each of these topics, 
highlighting key success stories and lessons learned from the 
implementation of the initiatives discussed 4

Six Policy Chapters:



Management and Oversight of IT
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Cost The Federal government has long struggled with acquiring,
developing, and managing information technology (IT) investments.
For example, although the Federal government spends over
$80 billion a year on IT, almost half (43%) of Federal IT projects
reported on the IT Dashboard are over budget or behind schedule.

Accountability Budget, spending, acquisition, and management decisions are
frequently made by programs or bureaus of an agency without
any CIO visibility or input.

Risk In the wake of recent security breaches in the public and private
sector, improving the government-wide cybersecurity posture is
critical. However, inadequate coordination between agency CIOs
and bureaus can impede the implementation of related initiatives.

Policy The Federal Information Technology Acquisition Reform Act
(FITARA) can be used to further empower CIOs to be more fully
integrated into all agency processes for developing and delivering
IT investments. OMB’s continued focus and oversight is critical to
FITARA’s success.



IT Infrastructure Modernization
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Cost Federal spending on IT Infrastructure has been growing year to-
year, roughly at the same pace as other IT spending. Of
the $88.7 billion in Federal IT spending planned for fiscal year
2016, approximately $34.7 billion (43%) is to be spent on IT
infrastructure

Accountability Inconsistent and changing metrics result in high compliance costs
for agencies and make it difficult to measure and report the true
cost of maintaining Federal IT infrastructure

Risk Many CIOs cite their agency’s dated and obsolete IT
infrastructure as an obstacle to meeting the rising expectations of
citizens, employees, and other customers. Major transformative
projects are needed to address these issues.

Policy IT policy and appropriations law currently does not allow agencies
to redirect operations and maintenance funding to update the IT
systems that directly support their mission and goals.



State of Federal Information Technology 
(SOFIT) Recommendations
• Strengthen focus on Federal IT Acquisition Reform Act (FITARA) 

implementation

• Establish central funding for shared services and infrastructure 
modernization

• Scale lessons learned from the Cybersecurity Sprint and apply them 
to other key agency implementation gaps

• Implement category management to improve price transparency and 
leverage Federal buying power
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Federal IT Spending
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Federal IT Budget

70%
7%

23%

FY 17 Budget ($82 Billion) 

Legacy ($57 Billion)

Development ($19 Billion)

Cloud and Shared Services ($6 Billion)

Federal government spends 
too much maintaining its 
aging infrastructure and 
too little on development 
and cost saving efforts like 
cloud and shared services.

Source: Federal IT Dashboard 2017



Federal IT Spending

70%
7%

23%

FY 17 Spending ($82 Billion) 

Legacy ($57 Billion)

Development ($19 Billion)

Cloud and Shared Services ($6 Billion)

$82 billion in Federal IT spending planned for 2017

Agencies dedicate roughly 70% ($57 billion) of IT 
spend to maintaining existing IT infrastructure 
(O&M)

Over 2,300 IT investments (out of 7,200) are 
entirely supported by Operations and 
Maintenance (O&M) spending, accounting for $18 
billion in annual spend

Source: Federal IT Dashboard 2017



Risks Associated with Legacy IT

Rising Costs
• GAO notes that legacy IT systems “may become increasingly more 

expensive… [Agencies] may pay a premium to hire staff or contractors with 
the knowledge to maintain outdated systems.”

Operational Risks
• If every IT dollar is spent “keeping the lights on,” reduced appropriations 

or unanticipated costs could pose immediate and direct risk to agencies’ 
ability to accomplish their mission. 

Security
• Legacy systems often cannot be patched and may not support encryption 

or multi-factor authentication. 
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Challenges to IT Modernization

The Federal government faces numerous challenges to 
modernizing its IT portfolio, including those in these areas:
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Budget Process
The traditional Federal budget 
process creates numerous 
disincentives to long-term planning.

Workforce
The Federal IT workforce is not 
adequately equipped to best utilize 
modern approaches to IT.

Acquisition
Decentralization and Byzantine 
processes in Federal acquisition 
encourage duplication and inefficiencies.

Organization
Authority and management of the IT 
portfolio is not fully concentrated in a 
single point of accountability.



IT Modernization Fund (ITMF)
Background

• The IT Modernization Fund (ITMF) is a proposed self-sustaining fund to modernize high-risk and inefficient legacy IT 
systems. 

• The ITMF would place a portion of the Federal government’s $82 billion in annual IT spending under a central 
mechanism designed to improve management and oversight.

How ITMF differs

• Government-wide Prioritization: An independent board of experts evaluates agency proposals to ensure that the 
Federal government's most pressing and highest-risk systems are targeted for modernization.

• Self-Sustaining: A repayment requirement ensures the ITMF is self-sustaining and can continue to support 
modernization projects beyond the initial infusion of capital. 

• Expert Management: Experts in IT acquisition and development will provide integrated modernization expertise to 
agencies in implementing their modernization plans, increasing the probability of success.

• Incremental Development and Funding: Funding for all projects will be incremental and tied to real-world delivery of 
products. This approach ensures that agencies employ agile development techniques and prevents sunk costs. 

• Strong Incentives: By establishing a central fund that agencies must apply to and compete for, the ITMF structure will 
provide strong incentives for agencies to develop comprehensive, high quality modernization plans. 13



IT Cost Commission
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 IT costs seem confusing, unfair, 
irrelevant

 Unclear where to reduce or shift costs 
while preserving service

 Decisions over time lock IT into high 
O&M cost structure

 Hard to demonstrate efficiency or 
show what drives cost

 Difficult to justify investment and 
budgets

 Programs consume IT like it’s free

 IT data and perspectives difficult to 
integrate into financial view

 Decisions over time lock IT into high 
fixed cost structure

 Too much time manipulating 
data, not enough on analysis

The Challenge

Infrastructure/Ops
App/Service Owners

Budget Office
Procurement

Programs
Mission Areas

“I made the last decision [to move to a software-as-a service provider] based on my gut. I’m tired of using my gut – I 
want to use data to make decisions.”

--Federal CIO



Private Sector Partners

Agencies with Participants
 Department of Agriculture

 Department of Commerce

 Department of Defense

 Department of Health & Human Services

 Department of Homeland Security

 Department of Housing and Urban Development

 Department of the Interior 

 Department of Justice 

 Department of Transportation 

 Department of the Treasury 

 Department of Veterans Affairs 

 Environmental Protection Agency

 Federal Trade Commission

 General Services Administration

 NASA

 National Institutes of Health

 Navy

 Nuclear Regulatory Commission 

 Office of Management and Budget

 U.S. Senate

Partnership
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I.T.C.C. Workstreams

Investment View of 
Resources

1
FACT

Define a common cost taxonomy for 

all Federal IT cost identification, 

estimation, and reporting

4
Reporting Standards

Understand Federal policy, standards, 

guidelines, circulars, and data and 

reporting requirements related to IT costs

3
Performance Measurement

Measure cost and operational 

effectiveness of IT capabilities and 

supporting services

Federal IT Cost Taxonomy
• Tailored for each 

stakeholder group’s needs 
and purpose

• Bi-directional transparency 
to provide each 
stakeholder with their 
preferred view

Investment View of 
Resources

2
IT Investment Framework

Understand costs of capabilities, 

activities, deliverables, and 

supporting services by IT investment



Report Recommendations

Adopt a standard TBM taxonomy, model and 
management system for IT costs, resources, and services

Employ a standard set of TBM metrics for evaluating and 
managing cost-effectiveness and for benchmarking IT 
costs and performance on an annual basis

Establish a TBM office within each agency or department

Set up a government-wide governance board to facilitate 
adoption of TBM practices throughout federal 
government



TBM Taxonomy



TBM Metrics
Cost for Performance

Are you delivering cost-effectively?
Are you maintaining performance and managing risk?

Business-Aligned Portfolio
Are your spending levels in line with 

agency/mission needs?
Are you spending too much on legacy applications?

Investment in Innovation
Are you shifting investment from O&M to DME?
Are you managing projects effectively?

Enterprise Agility
How much of your IT (as a percentage of cost) is delivered by cloud?
What is the quality of your IT and financial data for making good decisions quickly?

75%
Operations &
Maintenance

25%
Development, 

Modernization & 
Enhancement



Government-wide Governance Board

Recommended board would:

Maintain the TBM Taxonomy (assisted by TBM 
Council Standards Committee)

Maintain required and recommended metrics

Provide standards for tools and data and hold 
industry days

Define standard TBM processes, including 
integration with others

Provide for training and skills development

Unified
TBM Office

(Recommended for GSA)

Federal TBM 
Governance Board

Tools &
Data

Federal
Taxonomy

Metrics

TBM
Processes

Skills &
Training



Adopting TBM for IT 
Cost Transparency

22



Federal CIO Council Support

Importance of the Commission

“On the heels of the recently distributed draft 
recommendations for FITARA implementation, 
my Federal CIO counterparts and I are eager to 

support the work being done by the TBM 
Council. We believe the IT Cost Commission 

can give the taxpayers a better return on their 
investments while simultaneously providing 
Congress and the Administration with better 
insight into the value provided by technology. 

It’s a win-win.”

- Richard McKinney, CIO, US Department of 
Transportation

Source: Technology Business Management Council. 
Public and Private Sector Technology Leaders Join 
Forces In Pursuit of Federal IT Cost Transparency. PR 
Newswire, 14 May 2015. Web



 Obtain accurate IT data: gain access 
to authoritative data using 
automation; 

 Accelerate FITARA implementation: 
improved transparency into the cost, 
quality and value of IT spend;

 Enable comparisons across agencies 
for like products/services to drive 
efficiencies (improve benchmarking).

With TBM we can…

TBM Compliments Other Federal Initiatives

IT 
Modernization 

Initiative

IT 
Modernization 

Fund

Business Cases

Enables 
decisions and 

trade offs

TBM

Consistent IT Cost Capture

Financial Systems

Codifying in systems and 
tracking

Contract Standards & Category 
Management

Promulgating in contracts

Shared Services

Supporting full cost recovery



Federal Government Immediate Efforts
Engaging OMB management offices, CXO councils and key initiative stakeholders into the 
strategy design.

ITCC Recommendations Triage Assessment

Triage/ Prioritization 
presented to CIOC

As-Is Agency Maturity Assessment 

Assess the As-Is state to 
inform both agency 
specific and the 
overarching federal 
strategy/roadmap.

Cross Agency Coordination Workgroup

For TBM early agency 
adopters – Information 
sharing and governance.

Cross Council Steering 
Committee

CIO, CFO, CAO, Budget 
Director, and other key 
initiative stakeholder 
representation to 
determine integrated 
strategy and approach 
forward. 



I.T.C.C. Recommendations Triage

17. CIO as Exec Sponsor
12. Agency alignment with OMB: 
Cross Council Steering Committee
9. Gvt-wide TBM Steering Committee: 
Cross Agency Work Group
11. Roadmap - Government-wide
13. Agency Adopters - Launch agency 
TBM "Office“ and 11. Agency 
Roadmaps
18. Build trust in the model

1. Establish the TBM Taxonomy in policy
15. Rollout and training program
16. Implement TBM Processes
14. Accountability for TBM metrics
2. Standard KPIs
19. TBM System
20. TBM cost model
4-8. Financial Accounting and Reporting 
Recommendations
15. Rollout and training program

21. Data quality reporting and improvement
3.  Annual benchmarking

Definition

Implement/Operate

Integrate & Optimize

Strategy & 

Framework

Based Upon Individual Agency Adoption
10. Agency standards and policies
13. Launch TBM Office
15. Rollout and training program

Iterative Approach to learn and incorporate into feedback loops

Note: Triage effort considered level of effort and dependencies

Federal TBM Journey



Federal Government Next Steps & Vision

TBM Steering 
Committee/ 
Workgroup

IT Budgeting 
Approach

IT 
Management 
& Oversight

Adopt TBM for IT costing  - issue policy
• TBM data becomes the backbone for 

federal IT budgeting (IT Capital Planning 
and Investment Control Process.)

Maintain required and recommended 
metrics

• Becomes the basis for future IT 
benchmarking efforts.

Provide standards for tools and data 
and hold industry days

Define standard TBM processes, 
including integration with others

Provide training and skills development



IT Security & Compliance Investment

New required major investments to support the spirit of FISMA, FITARA and the 
on-going focus on cyber:

• Every component level organization that manages a security program 

• Risk and performance based budgeting for cyber; aligning budget with 
performance, risks, and capabilities/maturity consistently across all agencies

• Attempting to eliminate the need for the Cyber BDR

• This will provide Agency CIOs, CISOs, and OMB with granular visibility 
needed to make consistent performance and risk based budget decisions 
to increase security posture and use resources more effectively. 

28



Connecting CPIC
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INVESTED IN
CULTURE & CODE TBM 

Transforms 
CPIC 

reporting

CPIC

TBM

*

TBM becomes the 
backbone for IT budget 

data and enables 
automation and use of 

authoritative data

May 2015 IT 
COST 

Commission 
Ratified 

June 2015 IT 
COST 

Commission 
Meetings 

Begin

April 2016 
IT COST 

Commission 
Meetings 
Conclude

July 2016 IT 
COST 

Commission 
Report 
Issued

Sept. 2015 
CPIC Reform 
Efforts Begin

December 
2015 

CIO/CISO 
Summit

Oct 2016
Triage 
Report 

Recommen
dations  

Nov 2016 
TBM Index 

Survey 
Briefing

(CIO/CFO 
Councils)

Sept 2016
OMB M Office 
Coordination 

& CFO 
Council 
Meeting

Nov 2016 
TBM 

Executive 
Steering 

Committee 
KickOff

Dec 2016 
TBM 

Community 
of Practice 

KickOff

CPIC 
Executive 
Working 
Group 
KickOff July A-11 IT 

Budget –
Capital 

Planning 
Guidance 
Released

July 2016
CPIC Community 

Training

July-Aug
Agency 1:1 

Training

Dec 2016
Feedback & Look 

Ahead

Jan 2017
CPIC CoP & 
Workgroup 

KickOff

Sept-Dec 2016
Support Agency 
Submissions and 

Analyze Data

Nov-Dec 
2016 

USSM & 
Provider 
Council

Reoccurring 
CPIC Community 

of Practice 
Meetings and 
workgroups to 

develop FY 2019 
Guidance

Reoccurring 
TBM Executive 

Steering 
Committee and 
Community of 

Interest 
Meetings

CPIC & TBM Convergence



• Streamlines Reporting: Removed 83 
fields 

• Promotes & Supports many 
initiatives: 

• Transformation Task Force

• FITARA

• Cyber Budgeting

• ITMF Legacy Systems & Continuous Refresh -
end of life spending)

• Agile

• USSM Shared Services

• Introduce Standard Investments that 
align with TBM taxonomy: 

• IT Security & Compliance and IT Management

• More to come next year

• Incorporates many USDS 
recommendations for increased 
distortion resistant reporting
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Highlights

FY 2018 IT Budget – Capital Planning Guidance 
https://www.whitehouse.gov/omb/e-gov

Capital Planning Max Page (full training deck, FAQs, and more) 
(https://community.max.gov/pages/viewpage.action?space
Key=Egov&title=Official+FY+2018+Budget+Guidance+on+IT
+Capital+Planning) 

Agency Comments  

CPIC Working Group Comments Version 1 - 4 290

Comments During Public Period Version 5 413

Total Comments 703

Compared to 251 total comments last year

Section Title 
# of Fields in 

BY17
Guidance

# of Fields 
removed for 

BY18 Guidance

IT Portfolio 54 9

Provisioned Spending 
Summary 

27 12

Infrastructure Spending 28 18

Business Case 183 44
Total Fields 292 83

Streamlining Summary

https://www.whitehouse.gov/omb/e-gov
https://community.max.gov/pages/viewpage.action?spaceKey=Egov&title=Official+FY+2018+Budget+Guidance+on+IT+Capital+Planning


Iterating Changes
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- Streamlines Reporting: Removed 83 fields 

- Promotes & Supports many initiatives: 

* Transformation Task Force

* FITARA

* Cyber Budgeting

* ITMF Legacy Systems & Continuous Refresh

* Agile

* USSM Shared Services

- Introduce Standard Investments that align 
with TBM taxonomy: 

* IT Security & Compliance and IT Management

* More to come next year

- Incorporates many recommendations for 
increased distortion resistant reporting

Ye
ar

 2

- IT & Budget Alignment: 

* IT Budget Data is consistent with and can be 

aligned to Agency budget data 

* Collection at BOC level not just total, DME, O&M   

and FTE

* Consistent approach for representing IT within 

Agency Budget Submission and CJs

- Performance Management

* Recommendations for Business Case Details 

Section; project/activity tables, agile friendly 

performance table, performance goals, risk 

management, operational analysis, and Project 

Management Qualifications.

- More granularity and consistent reporting – Roll out TBM model with 
standard investments (IT Towers) a investmentsInvestments

Option 1 Option 2

1. IT Security & Compliance
2. Data Center/Compute /Storage
3. Network
4. End User
5. IT Management (costs only)

All of Option 1 plus remaining
TBM IT Towers to collect costs 
only: 
6. Output
7. Delivery
8. Applications



FY 2018 Highlights & Initial Submission Findings

CIO ^ Authority
•Three agencies at or near 0%  and eleven agencies at 
or near 100% CIO authority

•Focus is on establishing a strong baseline as this 
becomes a FITARA metric for measuring progress. 

End of Life (EOL) Spending
•Overall end-of life spending is relatively low
•21 agencies fall below the gov’t-wide average
•36% of agencies report no end-of-life spending
•This was added to help advocate for funding – what 
has been reported doesn’t support the claim that we 
have a lot of technology at or past end of life.  Focus 
is on data quality improvement and collecting 
feedback on how to adjust the question for FY 2019. 

Data Quality 
Improvement Focus 

Areas

IT Security & Compliance
•IT Budget submissions & Cyber BDR closely align, 
however…

•67% of investments are reporting $0 associated cyber 
costs.

• Focus is on data quality improvement.
•We will applying lessons learned and building upon 
year 1 approach as we develop FY 2019 guidance. 
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Oversight

3 Agency Engagements this fall to 
focus on initial improvements

A-team and Cyber Teams 
coordinating now  to prepare for 
engagements with all agencies to 
drive data quality improvements. 

Agency Comments  

CPIC Working Group Comments Version 1 - 4 290

Comments During Public Period Version 5 413

Total Comments 703
Compared to 251 total comments last year

Section Title 
# of Fields in 

BY17
Guidance

# of Fields 
removed for 

BY18 Guidance

IT Portfolio 54 9

Provisioned Spending 
Summary 

27 12

Infrastructure Spending 28 18

Business Case 183 44
Total Fields 292 83

Streamlining Summary



• What is the total IT cost to fulfill mission area activities?
• Is our IT spend aligned with our mission priorities?
• What are the trade-offs between our investment choices?

Mission Area

• Which applications are the most expensive? 
• How much will we save by eliminating duplicate systems?
• What is the true cost of providing an IT service?

Apps / Services

• What should we move to provisioned services?
• Where can we bundle purchases to reduce cost?
• Are there opportunities for shared services across agencies?

IT Towers

• Which leaders are accountable for the over(under) spend?
• How much do we spend by vendor?
• How much flexibility do we have in our cost structure? 

Cost Pools

TBM Taxonomy
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The TBM Taxonomy
Technology Business Management, or TBM, defines a business model which 

enables IT to run like a business. It is a decision-making framework for 
making informed trade-offs of the cost, quality, and value of IT services.
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TBM Efforts
Agency Description of Current Status

FEMA

● Maps out their CIO Office spending into the TBM cost pools, IT Towers, and 

Services layers using Excel; able to answer questions in “real-time”; willing to 

demo their work to the CoP.

GSA
● Working with Apptio tool to import/classify data at cost pool and tower layer; 

expanding to include all of IT spend.

Federal 

Reserve

● Leveraging Apptio software.  Working on IT cost transparency methodology for 

close to 30 years; Trying to modify existing efforts using TBM as a model.

EPA
● Leveraging Apptio software; working to import IT infrastructure data into the tool 

to generate reports; hope to have initial output ready in April/May.

HHS OIG
● CIO’s budget team created a spreadsheet to track IT spending within business 

units by TBM cost pools.

FDIC

● CFO org encouraging adoption.  IT team on board with this initiative; data already 

exists at a significant level of detail but it has not been categorized into the TBM 

cost pools & sub-pools.

NASA
● At early stage; looking to categorize their financial data into the TBM framework; 

may need to make changes in how data is captured.

DOJ EOIR ● Leveraging Apptio software.  Making great progress

DOI ● Leveraging Apptio software for a pilot for CIO’s budget.

Commerce ● Leveraging Service Now to capture and track costs according to TBM model. 

• Community of Practice (CoP) - monthly 
meetings (3 to date; next 3/15)

• Executive Steering Committee - bi monthly 
meetings (1 to date, next 3/23)

• ITCC Next steps – TBMC Public Sector TM 
Council Public Sector Interest Group to 
launch
–No end state
–Not specific to federal
–Quarterly Events
–Focused support to address federal 

problem statements
–TBM Certification Training



Workgroup Kickoff Meeting Next Meeting

Authoritative Data/Automated Reporting AND IT & 

Budget Alignment

Friday, 2/24: 10:00-11:00am Friday, 3/3: 10:00-11:30am

Performance Management Friday, 2/24: 11:00-12noon Tuesday, 2/28: 2:30-4:30pm
Tuesday, 3/7: 

Data Center/ Storage/ Compute Standard Investment Friday, 2/24: 2:00-3:00pm Friday, 3/3: 1:00-4:30pm 

Network Standards Monday, 2/27: 9:00-10:00am Friday, 3/3: 10:00-11:00am

Legacy Spending Tuesday, 2/28: 12:00-1:00pm Thursday, 3/9: 1:00-3:00pm

Security & Compliance Standard Investment Wednesday, 3/1: 1:00-2:00pm 
(at OMB not GSA)

TBD

End User Standard Investment Wednesday, 3/1: 3:30-4:30pm Wednesday, 3/15: 11:00-1:00pm
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Working Groups Developing Input for FY 2019 Guidance

Unless otherwise noted, meetings will take place at GSA.  Dial In information will be provided. 
Working Group Collaboration Pages: https://community.max.gov/x/coPiRw

https://community.max.gov/x/coPiRw

